CVE-2021-44228

Agiklama

Bu Guvenlik Uyarisi, Apache Log4j'deki bir uzaktan kod ylrtutme givenlik agigi
olan CVE-2021-44228'i ele alir. Saldirganlar kimlik dogrulama olmadan uzaktan
kullanilabilir, yani bir kullanici adi ve parola gerekmeden bir ag tizerinden bu
zafiyet somdurulebilir.

Onem Derecesi

Kritik

F5 WAF icin alinacak onlem

1. WAF Politikasi

= Security>Application Security>Policy Building>Learning and Blocking
Settings sekmeleri takip edilir.Acilan pencerede dogru politika seti
secildiginden emin olunur.

= Attack Signatures a tiklanir.
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= Attack Signatures a tiklanir.Agilan pencerede change tusuna basilir.

General Settings Advanced v [ Save
Enforcement Mode v Transparent M
View and Edit Microservices
Learning Mode v ‘Automatic v
Auto-Apply Policy~ Real Time ~
Learning Speedv Medium -
EnforcementReadiness Period~ | [ 7|days
} Policy Building Settings Blocking Seftings .. | Search: |
» Antivirus

¥ Attack Signatures.

‘ [Leam ‘ [JAarm ‘ [JBlock ‘ Signature SetName. ‘ Signature Set Category ‘

‘ Generic Detection Signatures (HighMedium Accuracy) Change signature properties | Basic
— [chang=.]

Auto-Added Signature Accuracy | Medium Aceuracy (also includes signatures with high accuracy) v

Enable Signature Staging

Updated Signature | Retain previous rule and place updated rUle in staging v

Note: Newly added signatures are always placed in staging regardiess of this setting
Apply Response Signatures for these File Types

—

~

v

[Delete]

) CSRF Protection =

2 Agilan pencerede Generic Detection Signatures (High/Medium
Accuracy) ve Server Side Code Injection Signatures imza setlerinin
actk oldugundan emin olunur.Eger acik degil ise acilir.
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Select Policy Attack Signature Sets

O0@DOD0O00O0OO0OO0ODODO0OO0O0OO0OO0O@®™OODO0OD0ODO0O0OD

Command Execution Signatures
Cross Site Scripting Signatures
Directory Indexing Signatures
Generic Detection Signatures

Generic Detection Signatures (High Accuracy)

Generic Detection Signatures (High/Medium Accuracy)

HTTP Response Splitting Signatures

High Accuracy Detection Evasion Signatures
High Accuracy Signatures

Information Leakage Signatures

Low Accuracy Signatures

Medium Accuracy Signatures

05 Command Injection Signatures

OWA Signatures

Other Application Attacks Signatures

Path Traversal Signatures

Predictable Resource Location Signatures
Remote File Include Signatures

SOL Injection Signatures

Server Side Code Injection Signatures
WebSphere signatures

X¥Path Injection Signatures

Assigned To Security Policy ‘ Signature Set Name | Signature Set Category
All Response Signatures Basic
All Signatures Basic

Aftack Type Specific
Aftack Type Specific
Aftack Type Specific
Basic
Basic
Basic
Aftack Type Specific
Aftack Type Specific
Basic
Attack Type Specific
Basic
Basic
Aftack Type Specific
Basic
Aftack Type Specific
Aftack Type Specific
Aftack Type Specific
Aftack Type Specific
Aftack Type Specific
Aftack Type Specific
Basic

Aftack Type Specific

[cancel| (Change]
=» Daha sonrasinda Attack Signatures altinda imza setlerinin

durumunun asagidaki gibi oldugu kontrol edilir.Daha sonrasinda Save ve
Apply policy tuslarina basilarak kayit edilir.

["ILearn | []Alarm | [ | Block | Signature SetMame

Generic Detection Signatures (High/Medium Accuracy)

Server Side Code Injection Signatures

2.1-Rule

= CVE-2021-4428 spesifik irule yazmak icinLocal Traffic>iRule>iRule List
menusine gidilir.Create tusuna basilir ve yeni bir irule yazma penceresi
acihr.
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%fl Local Traffic Enforcement Mode -

Metwork Map

Virtual Servers

Learning Mode -

Auto-Apply Policy -

Policies
Learning Speedw
Profiles
) Enforcement Readiness Perit
Ciphers
iRules » | iRule List OM -
Pools Diata Group List
Modes iFile List
Manitars Statistics
[ [:]I
Traffic Class

Address Translation

=>» Acilan pencerede buirule a bir isim verilir ve defination kismina CVE-2021-
4428 spesifik olusturulan kod girilir ve Finished tusuna basilarak kural

kayit edilir.(Yazilan rule Ek kisminda verilmistir.

Properties
Mame |Apache

5 if {[string tolower [URI::decode [HTTP::uri -normalized]]] matches_regex {\Z\{}} {
6 log local@.debug "log4j_rce_detection drop on URI: [HTTP::uri -normalized]™
7 drop

8 event disable all

9 return

18 1

11

12 # Header - looks for %{j..} or ${%{.}}

13 - foreach name [HTTP::header names] {

14 - if {[string tolower [HTTP::header values %name]] matches_regex {\E\{(F|\E\{).+2\}1} {
15 log local®@.debug "logdj_rce_detection drop on header: [HTTP::header values Sname]"
16 drop

17 event disable all

18 return

139 1

28 1

21

22 # Payload - looks for ${j.} or 3{${.}}

23+  if {[HTTP::method] eq "POST"}{

- 24 # Trigger collection for up to 1MB of data
Definition 25 - if {[HTTP::header "Content-Length"] ne " && [HTTP::header "Content-Length"] <= 1B485763}{

26 set content_length [HTTP::header "Content-Length"]

27 - 1 else {

28 set content_length 1848576

29 1

38 # Check if $content_length is not set to @

31~ if { %content_length > 8} {

32 HTTP::collect %content_length

33 1

34 1

EE

36 when HTTP_REQUEST_DATA priority 75@ |{

37 - if {[string tolower [HTTP::payload]] matches_regex {\E\{(F[\E\{).+\}}} {

38 log local@.debug "log4j_rce_detection drop on payload"

39 drop

48 event disable all

41 ¥

42 ¥

) Wrap Text
[C] Show Print Margin
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=» Daha sonrasinda bu kuralin uygulanmasi gereken Virtual servera
girilir.Girilen virtual serverda Resources menusinin altunda irule
sekmesinde ki Manage tusu bulunur ve tiklanir.

Local Traffic » Virtual Servers : Virtual Server List »» RGB_V5

% ~ | Properties Resources Security ~ | Statistics E]
1

Load Balancing

Default Pool RGB_POOL
Default Persistence Profile INone w
Fallpack Persistence Profile I Mone b

[ Update |

iRules — | Manage... |

MName

Mo records to display.

| Marnana |

> Acilan menude daha 6nceden olusturdugumuz I-Rule segilir ve finishede
basilir.

Resource Management

Enabled Available
Common A Common ~
Apache |-{—{-| _sys APM_ExchangeSupport_O& BasicAuth
iRule — _sys_ APM_ExchangeSupport_OA_Ntimauth
== _sys_APM_ExchangeSupport_helper
v _sys_APM_ExchangeSupport_main v
Us| [Dowr]

| Cancel || Finished |

Referans Baglantilari

https://nvd.nist.gov/vuln/detail/CVE-2021-44228

https://www.tenable.com/blog/cve-2021-44228-proof-of-concept-for-critical-
apache-log4dj-remote-code-execution-vulnerability
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EK

when HTTP_REQUEST priority 750 {

# less aggressive regexp for those concerned about false positives "\$\{(\$\{env:[*:]+:-| \$\{[a-z]+:)?j]\}?(\$\{env:[*:]+:- | \$\{[a-z]+:)?n.+:.+\}" (remove quotes)

# very aggressive regexp "\$\{.+?\}" (remove quotes)
# URI - based on 200004474

if {[string tol [URI::decode [HTTP::uri -nor

1] hes_regex {\$\{}}{
log local0.debug "log4j_rce_detection drop on URI: [HTTP::uri -normalized]"

drop
event disable all

return

# Header — looks for ${j...} or ${${..}}

foreach name [HTTP::header names] {

if {[string tolower [HTTP::header values $Sname]] matches_regex {\$\{(j|\$\{)-+?\}}} {

log local0.debug "log4j_rce_detection drop on header: [HTTP::header values $Sname]"

drop
event disable all

return

# Payload - looks for ${j...} or ${${...}}

if {{HTTP::method] eq "POST"H{

# Trigger collection for up to 1MB of data

if {{HTTP::header "Content-Length"] ne "" && [HTTP::header "Content-Length"] <= 1048576}{

set content_length [HTTP::header "Content-Length"]

}else {

set content_length 1048576

}

# Check if Scontent_length is not set to 0
if { Scontent_length > 0} {

HTTP::collect Scontent_length

}
when HTTP_REQUEST_DATA priority 750 {

if {[string tol: [HTTP::payload]] h

_regex {\S\{(i1\$\{)-+?\}}}{
log local0.debug "log4j_rce_detection drop on payload"

drop

event disable all
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